
1©2022 Check Point Software Technologies Ltd. 

ɸʤʠʨ ɸʣʠʝʚ | ʂʦʥʩʫʣʴʪʘʥʪ ʧʦ ʀɹ

aaliev@checkpoint.com

Cʪʨʦʠʤ ʙʝʟʦʧʘʩʥʦʝ ʩʦʚʨʝʤʝʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ

mailto:aaliev@checkpoint.com


2©2022 Check Point Software Technologies Ltd. 

ʉʦʚʨʝʤʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ

ʇʣʘʪʠʪʝ ʟʘ ʪʦ, ʯʪʦ ʠʩʧʦʣʴʟʫʝʪʝ

ɼʦʩʪʘʚʢʘ ʟʘ ʩʝʢʫʥʜʳ

ʅʝʙʦʣʴʰʠʝ ʬʨʘʛʤʝʥʪʳ ʢʦʜʘ, 

ʢʦʪʦʨʳʝ ʩʦʟʜʘʶʪ ʧʨʠʣʦʞʝʥʠʝ

ɺ ʦʜʥʦʤ ʢʣʠʢʝ ʦʪ ʧʨʦʜʫʢʪʠʚʘ
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ɻʠʙʢʦʩʪʴ ïʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ
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Continuous Integration / Continuous Deployment

Plan Code Build Test Release Deploy Operate

Continuous Deployment

Continuous Integration Continuous Delivery
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SPEED 

˹͔ͫͦ͟͡Έͦ͟ ͙͔͔͙͚ͣͤͤ͘ 
͍ ˨˩ ˹̎

˾͊ͪ͊͋ͦͭ͘;͙͟ ςͼ͊ͪΈ ͎ͦͪ·

˾͊ͣ͘·ͭ·͚ ͔͙͔ͨͪͣͭͪ
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Security

control

Bare Metal 

Virtual Machine

Kubernetes 

Serverless

ʊʝʭʥʦʣʦʛʠʠ ʨʘʟʚʠʚʘʶʪʩʷ, ʘ ʙʝʟʦʧʘʩʥʦʩʪʴ?
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ʃʘʥʜʰʘʬʪ ʫʛʨʦʟ ʦʙʣʘʯʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ

ʇʦʚʳʰʝʥʠʝ ʧʨʠʚʠʣʝʛʠʡ

ʋʢʨʘʜʝʥʥʳʝ ʫʯʝʪʢʠ

C C C

fn fn fn

ʋʷʟʚʠʤʳʝ 

ʙʝʩʩʝʨʚʝʨʥʳʝ ʬʫʥʢʮʠʠ

ʅʝʧʨʘʚʠʣʴʥʘʷʥʘʩʪʨʦʡʢʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ

ʆʪʢʨʳʪʦʝ 

ʭʨʘʥʠʣʠʱʝ

ʅʝʟʘʱʠʱʝʥʥʳʝ 

ʢʦʥʪʝʡʥʝʨʳ

ʅʝʢʦʥʪʨʦʣʠʨʫʝʤʳʡ

E/W ʪʨʘʬʠʢ

ʅʝʠʟʚʝʩʪʥʳʡ 

ʚʨʝʜʦʥʦʩʥʳʡ ʪʨʘʬʠʢ

ʆʪʩʫʪʩʪʚʠʝ 

ʩʝʛʤʝʥʪʘʮʠʠ
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ʄʦʜʝʣʴ çThe 4C's of Cloud Native security»: 
ʂʦʥʮʝʧʮʠʷ ʟʘʱʠʪʳ ʦʙʣʘʢʦʚ

Cloud ProviderPublic Cloud/Co-Lo/Data Center

https://kubernetes.io/docs/concepts/security/overview/

K8s Cluster

Container

Code

˨͙͚͊ͤ͘ ͊͘΅͙ͭ·: ˨ ͊ͤͤ·͚ ͨͦ͒ͻͦ͒ 
͍ͨͦͦ͘͡Ύ͔ͭ ͔͔ͦ͋ͫͨ;͙ͭΈ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͤ͊ 
͍͔ͫͻ Ήͭ͊ͨ͊ͻ ͙͙͗ͤ͘ ͍͔͔ͫͦͪͣͤͤ·ͻ ͔͍͙͍ͫͪͫͦ

˸͔ͦ͒͡Έ ͊͘΅͙ͭ· ζп˿η
̏΄͔͙͍ͦͤͪͦ͊ͤͤ͡·͚ ͨͦ͒ͻͦ͒Υ
- ˭͊΅͙΅͔͊ͣ ͦ͋͊͡;ͤ·͚ ͔͙͔ͨͪͣͭͪ
- ˿͙͊ͣ ͔ͪͫͯͪͫ· ͍͙ͤͯͭͪ ͦ͋͊͊͟͡
- ˴͔͚͔ͦͤͭͤͪ·κ͙͔͙ͨͪͦ͗ͤ͡Ύ
- ˿͊ͣ ͦ͒͟ Ή͙ͭͻ ͙͔͙͚ͨͪͦ͗ͤ͡

https://kubernetes.io/docs/concepts/security/overview/
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ʂʦʥʪʨʦʣʠʨʫʝʤ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʜ

Sourcecode commit

Package 

Manager
ȬəɌɗɔɓ ɠɌɕɗɚɎ
ȴɇɓɆɖəɌɋɓɎɋ 

ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɔɉɔ 

ɐɔɓɘɋɓɘɆ Ɏ ɖɆɗɐɖɡɘɡɛ 

əɝɋɘɓɡɛ ɊɆɓɓɡɛ

ȽɖɌəɔɜɚɎɌəɔɑ 

ɚɏɜɌəɔɣɑəɔɕ ɗɔɢɑəɓɔɔ

ȴɕɖɋɊɋɑɋɓɎɋ ɑɎɜɋɓɍɎɎ ɗ 

ɔɉɖɆɓɎɝɋɓɓɔɏ ɍɆɈɎɗɎɒɔɗɘɢɤ

Continue  

pipeline

ȬəɌɗɔɓ ɖɚɐɌ

ȵɖɔɈɋɖɎɘɢ ɓɆɑɎɝɎɋ 

ɗɑɆɇɡɛ ɒɋɘɔɊɔɈ, ɘɆɐɎɛ 

ɐɆɐ SQL-ɎɓɠɋɐɜɎɥ, XSS, 

ɗɑɆɇɡɋ ɞɎɚɖɡ.

ȬəɌɗɔɓ 

Ɏɜɑɐɚəɚɝəɚɏɚ ȻȺ

ȦɓɆɑɎɍ ɖɋɕəɘɆɜɎɎ 

ɚɆɏɑɔɈ ɗ ɕɔɒɔɟɢɤ 

ThreatCloud API

ȽɖɌəɔɜɚɎɌəɔɑ əɌ 

ɟɫɓɎɔɘɚɝɞɔ

ȵɖɔɈɋɖɎɘɢ ɒɋɓɋɊɌɋɖɡ ɕɆɐɋɘɔɈ 

ɓɆ ɓɆɑɎɝɎɋ əɥɍɈɎɒɡɛ 

ɍɆɈɎɗɎɒɔɗɘɋɏ 

IP/URLɜɑɛɟɞɌɢɔɫ

ȵɖɔɈɋɖɐɆ IP-ɆɊɖɋɗɔɈ Ɏ 

URL-ɆɊɖɋɗɔɈ, Ɍɋɗɘɐɔ 

ɍɆɐɔɊɎɖɔɈɆɓɓɡɛ Ɉ 

ɚɆɏɑɆɛ ɕɔ ɖɋɕəɘɆɜɎɎ

CP Backend

Input 

ȱɔɐɆɑɢɓɡɏ 

ɖɋɕɔɍɎɘɔɖɎɏ 

Git

CI/CD

ȹɗɘɖɆɓɋɓɎɋ 

ɕɖɔɇɑɋɒ, 

ɔɇɓɆɖəɌɋɓɓɡɛ Ɉ 

ɎɗɛɔɊɓɔɒ ɐɔɊɋ

CLI or CGPor tal
ȷɈɔɊɐɆ ɕɖɔɇɑɋɒ 
ȶɋɐɔɒɋɓɊəɋɒɡɋ 
ɎɗɕɖɆɈɑɋɓɎɥ

ShiftLeft Code Scan
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ʇʨʠʤʝʨ ʚʩʪʨʘʠʚʘʥʠʷ ʚ CI/CDʜʣʷ ʢʦʥʪʝʡʥʝʨʦʚ

Ȩɗɋ ɗɐɆɓɎɖɔɈɆɓɎɥ Ɏɍ 

ɕɆɐɋɘɔɈ 

ɗɐɆɓɎɖɔɈɆɓɎɥ ɐɔɊɆ Ɏ 

əɖɔɈɓɥ ȴȷ Ɉ ɔɇɖɆɍɋ 

ɐɔɓɘɋɏɓɋɖɆ

Sourcecode commit

Commit into  Container

Registry

CI/CD

Input 

ȱɔɐɆɑɢɓɡɏ 
ɖɋɕɔɍɎɘɔɖɎɏ 
Git

Code -scan  

output

Image -scan  

output
Con tainer

build

ȮɗɕɖɆɈɎɘɢ ɕɖɔɇɑɋɒɡȮɗɕɖɆɈɎɘɢ ɕɖɔɇɑɋɒɡ

ȵɖɔɇɑɋɒɆ 
ɇɋɍɔɕɆɗɓɔɗɘɎ

ȵɖɔɇɑɋɒɆ 
ɇɋɍɔɕɆɗɓɔɗɘɎ

ȷɐɆɓɎɖɔɈɆɓɎɋ ɓɆ ɓɆɑɎɝɎɋ 
əɥɍɈɎɒɔɗɘɋɏ, ɈɖɋɊɔɓɔɗɓɡɛ 
ɕɖɔɉɖɆɒɒ, ɗɑɆɇɡɛ ɕɖɆɐɘɎɐ Ɏ 
ɖɆɗɐɖɡɘɡɛ əɝɋɘɓɡɛ ɊɆɓɓɡɛ

ȳɋɘ ɔɞɎɇɔɐ ȳɋɘ ɔɞɎɇɔɐ

ShiftLeft Code Scan ShiftLef t Imag e Scan

Input

ȴɇɖɆɍ 
ɐɔɓɘɋɏɓɋɖɆ
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ʂʦʥʪʨʦʣʠʨʫʝʤ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʥʪʝʡʥʝʨʦʚ

Åɸʥʘʣʠʟ ʫʷʟʚʠʤʦʩʪʝʡ ʠ 
ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʚʥʫʪʨʠ 
ʢʦʥʪʝʡʥʝʨʦʚ

Åʇʦʠʩʢ ʘʥʦʤʘʣʠʡ ʚ ʧʦʚʝʜʝʥʠʠ 
ʟʘʧʫʱʝʥʥʳʭ ʢʦʥʪʝʡʥʝʨʦʚ

Åɿʘʱʠʪʘ API Kubernetes ʦʪ 
ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʠʟʤʝʥʝʥʠʡ 
(Admission controller)
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ʂʦʥʪʨʦʣʠʨʫʝʤ ʢʣʘʩʪʝʨ Kubernetes

ɸʥʘʣʠʟ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʢʦʥʪʝʡʥʝʨʦʚ

Vʉʦʪʥʠ ʛʦʪʦʚʳʭ ʧʨʘʚʠʣ ʜʣʷ 

ʦʮʝʥʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʧʨʦʤʳʰʣʝʥʥʳʤ ʩʪʘʥʜʘʨʪʘʤ, 

ʥʘʧʨʠʤʝʨ, NIST 800-190 ʠ CIS 

Benchmarks ʜʣʷ K8S

Vʇʦʩʪʦʷʥʥʳʡ ʘʥʘʣʠʟ ʢʣʘʩʪʝʨʦʚ 

kubernetesʠ ʦʙʨʘʟʦʚ 

ʢʦʥʪʝʡʥʝʨʦʚ ʥʘ ʥʘʣʠʯʠʝ 

ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʠʭ 

ʢʦʥʬʠʛʫʨʘʮʠʡ
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ʂʦʥʪʨʦʣʠʨʫʝʤ ʦʙʣʘʢʦ

˭͊͒͊;͙

˻͔͔͋ͫͨ;͙ͭΈ ͍͔ͦ͋ͦͪͫ͘ͻ ͔͍͔͍ͫͪͪͦΣ ͺͯͤ͟ͼ͙͚Σ ͻ͙͙ͪ͊ͤ͡΅Σ 
͙͙ͨͦͭ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ IAM, ͍ ͙ͪͭͯ͊͡Έͤ·ͻ ͔͔͚ͫͭ ͙͊ ͍͊ͯͤͭͦ͟͟ 
͍ ͨͯ ͙͋͡;ͤ·ͻ ͦ͋͊͊͟͡ͻ ͙K8S

˿͍͔͍͍ͦͦͭͭͫͭͦ͊ͭΈ ͔͍ͦͭͪ͊ͫ͡·ͣ ͫͭ͊ͤ͒͊ͪͭ͊ͣ ͊͘΅͙ͭ· ͙ 
ͯ͡;΄͙ͣ ͙ͨͪ͊ͭ͊ͣ͟͟ ˮˣ

˽͔͍͙ͪ͒ͦͭͪ͊ͭͭΈ ͪ͊͗ͯ͟ ͯ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘Σ ͔͍͙͍ͤ͊ͭͦͪͦ͊ͤͤ͘·͚ 
͒ͦͫͭͯͨ ͟ ͦ͋͊͊ͣ͟͡, ͤ ͔͔ͦͪͪͭͤ͟͟·͔ ͙͙͡ ͔͔ͦͤ͊ͣͪͤͤ͘͡·͔ ͙͔͔͙ͣͤͤ͘Ύ 
͔ͤ͊ͫͭͪͦ͟ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘


