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ɼʝʥʠʩʦʚ ɺʘʣʝʨʠʡ | ɸʨʭʠʪʝʢʪʦʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʙʣʘʢʘʭ, Check Point 

vdenisov@checkpoint.com  

t.me/chkpstar 

 

ʢʘʢ ʚʳʛʣʷʜʠʪ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ 
ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ 
ʢʘʢ ʣʝʛʢʦ ʝʝ ʦʙʝʩʧʝʯʠʪʴ ʚ ʧʫʙʣʠʯʥʳʭ 
ʦʙʣʘʢʘʭ 
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mailto:vdenisov@checkpoint.com
mailto:vdenisov@checkpoint.com


2 ϭнлнм /ƘŜŎƪ tƻƛƴǘ {ƻŦǘǿŀǊŜ ¢ŜŎƘƴƻƭƻƎƛŜǎ [ǘŘΦ  

ʈɸɹʆʊɸɽʄ ʆʊʂʋɼɸ ʋɻʆɼʅʆ ʀ ʂɸʂ ʋɻʆɼʅʆ 

 

˿ ͡Ό͎͋ͦͦ ͚͍ͯͫͭͪͦͫͭ͊ ˨ͦͫͭͯͨ ͟ ͙͔͙ͨͪͦ͗ͤ͡Ύͣ ˤ ͡Ό͋ͦͣ ͔͔ͣͫͭ 
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˿˶˻ˬ˹˻ ˻ˣ˩˿˽˩̉ˮ́̎ ˣ˩˭˻˽ˢ˿˹˻˿́̎ 

SPEED  

˹͔ͫͦ͟͡Έͦ͟ ͙͔͔͙͚ͣͤͤ͘ 
͍ ˨˩ ˹̎ 

˾͊ͪ͊͋ͦͭ͘;͙͟ ς ͼ͊ͪΈ ͎ͦͪ· 

˾͊ͣ͘·ͭ·͚ ͔͙͔ͨͪͣͭͪ 

01 

02 

03 

˴ͦͤͭͪͦ͡Έ 

͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

 

Bare Metal  

Virtual Machine 

Kubernetes  

Serverless 
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ɺʩʝ ʙʦʣʴʰʝ ʢʦʥʪʝʡʥʝʨʦʚ ʚ ʧʨʦʜʫʢʪʠʚʝ 

https://www.stackrox.com/kubernetes-adoption-security-and-market-share-for-containers 
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ʅʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ï ʩʪʘʨʳʝ ʧʨʦʙʣʝʤʳ 

˴͔͊͒ͣ͡ ͔͊ͫͭͪ͟͡ ͔͔͔ͯ͋ͪͤͭͫ͊͟ ͍  ͙ͭͪ ΄͎͊͊Υ 
1. ͔̊ͣ͡ ͍͔ͪ͒ͦͤͦͫͤͯΌ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙Ό όYAML 
͙͙͡ JSON) 

2. ˴͔͊ͫͭͪ͡ ͤ͊;͙͔ͤ͊ͭ ͔ͨͦͭͪ͋͡ΎͭΈ ͍͔ͫ ͔ͪͫͯͪͫ· 
CPU 

3. ˴͔͊ͫͭͪ͡ ͔ͨ͊͒͊ͭ ͙ ͍͙ͫͭ͊ͤͦͭͫΎ ͔͙͍ͤ͊ͭͤ͟·ͣ 
L 

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=kubernetes ˢ ͔΅͔ ͣͦ͗ͤͦ ͔ͫ͒͊ͭ͡Έ MiTM ͍  ͫ͊ͣͦͣ ͔͔͊ͫͭͪ͟͡ ͙ ͎͔ͣͤͦͦ ͎͔͒ͪͯͦΥ 
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Cloud Provider Public Cloud/Co-Lo/Data Center 

ʄʦʜʝʣʴ ç4Cè ï ʂʦʥʮʝʧʮʠʷ ʟʘʱʠʪʳ ʦʙʣʘʢʦʚ 

https://kubernetes.io/docs/concepts/security/overview/ 

K8s Cluster 

Container 

Code 

˨͙͚͊ͤ͘ ͊͘΅͙ͭ·: ˨ ͊ͤͤ·͚ ͨͦ͒ͻͦ͒ 
͍ͨͦͦ͘͡Ύ͔ͭ ͔͔ͦ͋ͫͨ;͙ͭΈ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ ͤ͊ 
͍͔ͫͻ Ήͭ͊ͨ͊ͻ ͙͙͗ͤ͘ ͍͔͔ͫͦͪͣͤͤ·ͻ ͔͍͙͍ͫͪͫͦ 

˸͔ͦ͒͡Έ ͊͘΅͙ͭ· ζп˿η 
̏΄͔͙͍ͦͤͪͦ͊ͤͤ͡·͚ ͨͦ͒ͻͦ͒Υ 
- ˭͊΅͙΅͔͊ͣ ͦ͋͊͡;ͤ·͚ ͔͙͔ͨͪͣͭͪ 
- ˿͙͊ͣ ͔ͪͫͯͪͫ· ͍͙ͤͯͭͪ ͦ͋͊͊͟͡ 
- ˴͔͚͔ͦͤͭͤͪ·κ͙͔͙ͨͪͦ͗ͤ͡Ύ 
- ˿͊ͣ ͦ͒͟ Ή͙ͭͻ ͙͔͙͚ͨͪͦ͗ͤ͡ 

https://kubernetes.io/docs/concepts/security/overview/
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˩˨ˮ˹˻˩ ˾˩̊˩˹ˮ˩ ˭ˢ̋ˮ́̍ ˶̑ˣ̍̆ ˻ˣ˶ˢ˴˻ˤ 

˭͊΅͙ͭ͊ Kubernetes ͙  
͔͔͍͔͋ͫͫͪͪͤ·ͻ ͅ ͯͤ͟ͼ͙͚ 

 

˿͔͔͍ͭ͊Ύ ͔͋ͦͨ͊ͫͤͦͫͭ͘Έ  
;͊ͫͭͤ·ͻ & ͙ͨͯ͋͡;ͤ·ͻ ͍ͦ͋͊ͦ͟͡ 

ˢ͙ͤ͊͘͡ ͭͪ͊ͺ͙͊͟ ͍ 
ͦ͋͊͊͟͡ͻ & 
Threat Hunting 

˭͊΅͙ͭ͊ web-͙͔͙͚ͨͪͦ͗ͤ͡  
͙ ͙ͻ API (WAF) 

˴ͦͤͭͪͦ͡Έ ͫͦͫͭͦΎ͙ͤΎ 
͙ͨͯ͋͡;ͤ·ͻ ͍ͦ͋͊ͦ͟͡ 

  

CloudGuard 
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API ς First 

ˣ͔ͦͨ͊ͫͤ͊͘Ύ ͙͎ͣͪ͊ͼ͙Ύ ͍ 
͡Ό͔͋ͦ ͦ͋͊ͦ͟͡ 

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ 

ˤ ͡Ό͋ͦͣ ͔ͦ͋͊͟͡ 

ˣ͔ͫ΄͍ͦͤ͊Ύ      ˿  CHECK POINT 

CloudGuard Native 
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ʂʦʥʪʨʦʣʴ ʥʘʩʪʨʦʝʢ ʚ ʦʙʣʘʢʝ 

˻ͼ͔ͤ͊͟ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ  ͍͔͚ͯͪͦͤ ͒ͦͫͭͯͨ͊ ͙ ͙͙ͨͦͭ͟͡ ͒͡Ύ ͙ͨͯ͋͡;ͤ·ͻ ͍ͦ͋͊ͦ͟͡ ͙ ͔͚͔͍ͦͤͭͤͪͦ͟ 

˽ͦͤ͡·͚ ͦͤͭͪͦ͟͡Έ ͤ͊͒ ͍ ͔͙ͫͣ ͔͍͔͙ͫͪͪ͊ͣΣ ͺͯͤ͟ͼ͙Ύ͙ͣΣ 
͔͙͋͊ͭ͊ͣ͟Σ ͙͙͙ͨͦͭ͊ͣ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ IAMΣ ͍͙ͪͭͯ͊͡Έͤ·͙ͣ 
͔ͫͭΎ͙ͣ ͙ ͊ ͙͊ͯͤͭ͊ͣ͟͟  ͍  ͙ͨͯ͋͡;ͤ·ͻ ͦ͋͊͊͟͡ͻ ͙ K8S. 

ˢ͍͙ͭͦͣ͊ͭ;͔͙͔ͫ͟ ͦͭ;͔ͭ· ͤ͊ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͔͍ͦͭͪ͊ͫ͡·ͻ 
͍ͫͭ͊ͤ͒͊ͪͭͦ ͊͘΅͙ͭ· ͙ ͯ͡;΄͙ͻ ͙ͨͪ͊ͭ͟͟ ͍ ˮˣΦ  
˽ͪͦͫͭ͊Ύ ͙ ͨͦͤΎͭͤ͊Ύ ͚ͤ͊ͫͭͪͦ͊͟ ͍͙ͨͪ͊͡ ͤ͊ ζ;͔͍͔ͦ͡;͔ͫͦͣ͟ 
Ύ͘·͔͟η 

˽͔͍ͪ͒ͦͭͪ͊΅͔͙͔ͤ ͙ͪ͊͗͟ ͯ ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘Σ ͔͍͙͍͎ͤ͊ͭͦͪͦ͊ͤͤͦͦ͘ 
͒ͦͫͭͯͨ͊ ͟ ͦ͋͊͊ͣ͟͡, ͤ ͔͔ͦͪͪͭͤ͟͟·ͻ ͙͙͡ ͔͔ͦͤ͊ͣͪͤͤ͘͡·ͻ 
͙͔͔͙͚ͣͤͤ͘ ͔ͤ͊ͫͭͪͦ͟ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ 
 
ˢ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͙͍͔͙͔ͫͨͪ͊ͤ͡ ͙ ͔ͦͪͪ͟͟ͼ͙Ύ ͙͙ͨͦͭ͟͡ ͙ ͔ͤ͊ͫͭͪͦ͟ 
ͦ͋͊͡;ͤ·ͻ ͔͍ͪͫͯͪͫͦ  

4C - Cloud  


