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What is your biggest concern about your company’s container strategy?

Amazon EKS 44% +19%

Azure AKS 31% |

'I'heanegistgr OFF-PREM ¥ ON-PREM ¥ SOFTWARE ¥ SECURITY OFFBEAT ¥ VENDOR VOICE ¥ Q |

{* SAAS 7}
Google admits Kubernetes container tech is so complex, it's had to
roll out an Autopilot feature to do it all for you 18

Docker Enterprise

Docker Enterg

. . . / It is not detailed
More expensive, less flexible, but easier and safer to use enough
contamners mvestin compnance
Pivotal Kubernetes Service 4% - +100% seriously container needs
IBM Cloud Kubernetes Service 4% . - security
Apache Aurora 3% -25%

Are you using Kubernetes to If you're using Kubernetes, are
Nomad 2% | -33% orchestrate containers? you using it in production?

Other 2% I -50%
D21Q/Mesos DC/OS - Kubernetes 2% +100%
D21Q/Mesos DC/OS - Marathon 1%

Unknown 1% I - W Yes

B No

https://lwww.stackrox.com/kubernetes-adoption-security-and-market-share-for-containers
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Kubernetes ‘Billion Laughs’ G /_f NV
Vulnerability Is No Laughing D=
Matter

Search CVE List Download CVE Data Feeds Request CVE IDs Update a CVE Entry

TOTAL CVE Entries: 127996

9 Oct 2019 8:11am, by

CVE-2019-11253 Learn more at National Vulnerability Database (NVD)

= CVSS Severity Rating = Fix Information » Vulnerable Software Versions = SCAP Mappings = CPE Information

Improper input validation In the Kubernetes APl server in versions v1.0-1.12 and versions prior to v1.13.12, v1.14.8, v1.15.5, and v1.16.2 allows authorized users to send malicious YAML
or JSON payloads, causing the API server to consume excessive CPU or memary, potentially crashing and becoming unavailable. Prior to v1.14.0, default RBAC policy authorized anonymous
users to submit requests that could trigger this vulnerability. Clusters upgraded from a version prior to v1.14.0 keep the more permissive policy by default for backwards compatibility.

Note: Befers es are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to b complete,
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https://kubernetes.io/docs/concepts/security/overview/
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https://kubernetes.io/docs/concepts/security/overview/
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